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Mpeanocbinku BHeapeHuAa Cuctembl cbopa, aHanu3a n obpaboTtku coboiTnin besonacHocTH

Figure 1. Magic Quadrant for Security Information and Event Management
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BHeapeHue SIEM Ha 6a3e IBM QRadar SIP no3sonfAeT nosbicuTb 3¢pPpekTUBHOCTL B chepe UB

SIEM Ha 6a3e IBM QRadar SIP — nHCTpyMeHT NnoaaepKKu peweHuna Knyesblx 3agad Ub opraHusauyumu:

CO34aHUA eAMHOM TOYKM cbopa, XPaHEHMA U aHaAn3a MHGoOpPMaLMK
0 cobbITnAx Mb, reHepupyembix NT-nHdppactpyktypomn n C3U

noayyYyeHus «pakTypbl» ANA paccaeaoBaHUA MHUMAEHTOB, KOraa
TpebyeTtca obecneynTb yOOKY0 PETPOCAEKTUBY 0rO» (roabl, Mecsubl)

ONEepaTUBHOIO BbIIBAEHMS aBAPUNHbIX CUTYaLUUN U MHUMAeHTOoB LB
MO A3aHHbIM KOPPENALMOHHOro aHaamM3a cobbITuin

aBTOMaTM3aLMKM NPOLLECCOB OLEHKN COOTBETCTBUA TpeboBaHUAM
(Compliance)

BHeApeHUA/coBepLIEHCTBOBaHUA NPoLEeccoB yrnpasaeHms UT
Ha ocHose ITSM

CO34aHUA LueHTpa onepaTtuBHoro ynpasaenna Ub (SOC)




Pe3ynbTathbl BHEAPEHUA
|
BHeppeHue SIEM-cuctremobl Ha nnatdopme IBM QRadar SIP o6ecneunBaeT 3aka3umKy BO3MOXKHOCTU:

OcywectBnATb
MOHUTOPUHT U
l aHanus

BpesoHocHoro MO /d O6ecrneunTb
. ue

,f HTpanunsaumto cbopa

| nHdopmaLnmn 1
dop

ObecneuunTtb

HaKoMnm/1eHnA CTaTUCTUKKU
dBTOMaTuM3auUuno

MHUMOEHTOB
npoueayp oueHKM
COOTBETCTBUSA
TpeboBaHUAM

SIEM-CMCTéma
fainaatdopme lBIM.QRadar SIE

A Cuctema cbopa, aHanmnsa n obpaboTkm cobbiTnin 6esonacHocTn Ha H6a3e IBM QRadar Security Intelligence Platform
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Bo3amoxkHocT nnatdopmbl IBM QRadar SIP

IBM QRadar Security C6op HKypHanbl cobbITum Flow (TpaHcnopTHbIN ypoBeHb moaenn OSI)

Information and CobbITHI QFlow/VFlow (ypoBeHb npuaoskeHunin mogenm OSI)

Event Management:
Hopmanunsauua Koppenauuna BbiABNneHmne akTMBOB
ObpaboTKa
W aHanu3 Knaccudukauma Bu3yanusauma n ygegomsieHuma

cobbITHiA AHanu3 n paboTa ¢ AaHHbIMM OT CKaHepoB 6e30MacHOCTM

XpaHeHue LleHTpannsoBaHHOE XpaHeHue

cobbITui NcxoaHbiv Bua, (RAW) HopmanusoBaHHbIN BUA,

Data Store: JIMLLeH3UnA HeorpaHUYeHHOro cbopa M XpaHeHUs cobbiTU 6e3 Koppenaumm

CooTBeTcTBUEe NONUTUKAM

BbiaBNAeHWE yA3BUMOCTEN Ha HANMAEHHbIX aKTUBAX

AHanus AHanns KoHpurypaymm

ceTeBbiX
YCTpOVICTB [TocTpoeHme ToNnos0rMu ceTn

Vulnerability Manager
(8 T.u. Risk Manager):

OTcneknBaHue nyTen atak

Network Insights: BblsiBNEeHWe yrpo3 B NOTOKe ceTeBOro TpadmKa (rnybokmii aHanms)

Incident Forensics: [leTanbHoe pacciefoBaHue, B T.4. C PEKOHCTPYKLIMEN CeCCUi

NCKyCCTBEHHbIM MHTENNEKT, MOBbILWaoWmMi 3PpHEeKTUBHOCTb U CKOPOCTb
Advisor with Watson: paccnegoBaHUA UHUMAOEHTOB

User Behavior AHanus noBeaeHus/nencTenii nonb3oBaTesiel No Habopy NOBeAEHYECKUX NPaBua U

Analytics: MCNO/Ib30BaHMEM MaLLIMHHOTo 0by4yeHua (ML)
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Apxutektypa — «ALL-IN-ONE»

Event Collector

Flow Collector

Event/Flow Processor

Vulnerability Manager* v

-

User Console

*Vulnerability Manager He exo0um 8 cmaHoapmHsie auueH3uu «All-in-one»

BapuaHTbl ucnonHeHuUA:

* [1AK Ha 6a3e Lenovo System x3xxx M5 nnu IBM xSeries M4;

* VM pana suptyanbHbix cpeq (o1 24 Gb RAM m ot 256 GB HDD):
VMWare ESXi (hardware Bepcua 13);
* KVM Ha 6a3e CentOS/RHEL V7.5 c QEMU KVM 1.5.3-141;

* Hyper-V Ha 6a3e Windows Server 2016.
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Apxutektypa — «DISTRIBUTED»

Event Collector

v

QFlow Collector
Manager Manager . _

- VFlow Collector
All-in-one \
' \ Network Insights

Risk
Manager

Event Flow
Processor Processor

Incident

2 / ' \ Forensics
Event Collector

Vulnerability

Packet Capture
Appliances

Manager

QFlow VFlow Network
Collector Collector Insights

M
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* Vulnerability Manager He TpebyeT otgenbHoro NMAK/VM
* VFlow Processor Tonbko B Buage VM




MpuHUMNbI, peanu3oBaHHble 8 QRadar SIP

CpeacTtBsa 3aWmThl =)
nHpopmauun

CepBepHoe
obopypoBaHue

MHTennektyanbHaa obpaboTka

CeteBan M BUPTYya/ZibHasA .
aKTUBHOCTb ABTOMaTUYECKUI COOP AAHHbIX

Koppenauma (norm/cobbitns, NoToKK
OAHHbIX CETU, PENYTALMOHHbBIE AaHHbIE
Ba3bl AaHHbIX no IP, reorpadunyeckoe nonoxkeHue)

PaccnepoBaHue HapyLweHU n

npodMANPOBaHM

MpunoxeHus poduamposaHne bIIBIEHNE
ABTOMaTMU3MpPOBaHHanN UMOEHTOB
N MHTErPUPOBaHHaA aHaIMTUKA

KoHdurypauuoHHan YMeHbLUEeHNe MacCUBOB AaHHbIX

nHbopmauyusa o o
BbifiBNneHMe aHOMaNUIA U TEHAEHUNA
aKTMBHOCTU (nonb3oBatenu, b,

YA3BMMOCTH U Yrpo3bl NPUNOMKEHUA, CETb)

Moao3puTenbHble UHUMAEHTbI J

Monb3oBaTenu u y4yeTHble
3anucu

I'
nobanbHan 6a3a yrpos /

Pa3BuTan
MHTE/I/IEKTYa/IbHasA "paKTW-IECKM npunmeHumbie BbiBOAbl
0bpaboTKa

OBLWMPHbIN NEpeYeHb
NCTOYHMKOB




Cpenctsa QRadar SIP no3BonAoT peann3oBaTb NOAHbIA LUUMKA ynpaBaeHua cobbituamm Nb

3awmiiaer am
KakoBbl BHeLWHue n TeKyLwan Yro npoucxoaut Kakos

BHYTPeHHUe yrposbi? KOHUrypaums ot npamo celyac? pe3ynbrar?
3TUX yrpos?

®A3A NPEACKA3AHWSA / MPEAOTBPALLEHKA ATtaka P©A3A PEAKUWK / BOCCTAHOBJIEHWA

Lo aTtaku MNocne aTaku
MporHo3supoBaHue U Peakuusa n ucnpasneHume
npepoTBpaleHmne SIEM
Risk Management Log Management
Vulnerability Management Incident Response
Configuration Monitoring Network and Host Intrusion Prevention
Patch Management Network Anomaly Detection
X-Force Research and Threat Intelligence Packet Forensics
Compliance Management Database Activity Monitoring

Reporting and Scorecards Data Loss Prevention




PaccnhepoBaHue NHUMAEHTA C NOMOLLBIO MHCTPYyMeHTapuAa QRadar SIP

Offense 7711 [8)Summary Display ¥ Events Connections Flows [ View Attack Path  Actions ¥ (2, Print e OTBETbl H a
Magnitude Status| Relevance| 8 | Severity| i1 | Credibility| 4 BOI1 OCbl

Scan Followed By Successful Login p

preceded by Authentication: Repeat Windows Login Failures Offense Type | Source IP
Description preceded by Multiple Login Failures to the Same Destination |

P preceded by Login Failures Followed By Success from the same Source [P Event/Flow

preceded by Multiple Login Failures from the Same Source count 205.748 events and 0 flows in 9 categories Bblna IV aTaKa

containing Failure Audit: An account failed fo log on
Source IP(s) 1 10.0.0.44 (ex01.ntc-vulkan.ru) Start Nk Jan 2020, 13:10:20 ycneLUHoﬁ?
Destination .
IP(s) Local (7) Duration
Metwork(s) Server Network Datacenter Assigned to Unassigned
Offense Source Summary KaKoro BM'D'a 6b|na
P 1 10.0.0.44 Location Server Metwork Datacenter dTaKa ?
Magnitude Vulnerabilities | 0
Username support MAC Address | Unknown NIC
Host Name Unknown VI TOYHUK aTAKN ?
Asset Name ex01.ntc-vulkan.ru Weight 0
Offenses 3 FuantelClo. s «|
Top 5 Source IPs .

P CEES Y10 3aTpOHYNa
Source IP Magnitude Location Vulnerability User MAC Weight Offenses  Destinationi=) Last aTa Ka ?
1 10.0.0.44 — Server_Metwork Datace...  No support | Finkooe— sis = E£75.350 :
Top 5 Destination IPs Destinations
Destination IP | Magnitud Location Vulnerability Chained User MAC Weight Offenses Source{s) Last Event/Flow Events/Flo... Ka KadAa K p NTUNYHOCTb
1 10.0.0.80 — Server_Network.Datacenter | Yes Yes adm.frolov 00:50:56:97:69:D8 0 F:\ £ 2d 6 ?
1 10.0.0.22 — Server_Metwork Datacenter  Yes Yes adm.lazarev  00:50:56:B1.CF.E4 0 20 20 e R T T a KTM Ba H
1 10.0.0.21 — Server_Network.Datacenter | Yes Yes dwm-5 00:50:56:97:300FC | 0 o 16 2d 2h 25m 445 744 950
1 10.0.0.20 — Server_Metwork Datacenter  Yes yes cdm klazgrey | 00:50:56:B1:17:89 0 5 12 2d 2h 22m 14s 1.016.333
1 10.0.0.24 — Server_Network.Datacenter | No Yes adm.nagin Unknov ¥ o 4 7 19m 47s 2.334.954
Last 10 Events Bbian nn
Event Name Magnitude Log Source Category Destination = Destination IPv6 | Dst Port Time YA3BUMOCTU ?
Authentication: Repeat Windows Login... |/ — Custom Rule Engine-& ...  Remote Access Login Failed | 10.0.0.44 0:0:0:0:0:0:0:0 0 03 Jun 2020, 12:08:09
Failure Audit: An account failed to ... — ——— Windows@EX01 User Login Failure 10.0.0.44 0:0:0:0:0:0:0:0 0 03 Jun 2020, 12:07:58
Failure Audit: An account failed to ... — Windows@EX01 Use Failiiie 100044 0:0:0:0:0:0:0:0 0 03 Jun 2020, 12:07:58
Failure Audit: An account failed to ... C— - VY IUU o e oo | ser Log 0 N3 1un 2020 12:07:58 r,ﬂ,e
Failure Audit: An account failed to ... — Windows@EX01 User Login Failure TRTRTE .
?
Top 5 Annotations oo AOKa3aTe/IbCTBa «
Annotation Time Weight

"Offense Chaining”. This offense has 7 destinations (destination IPs), which...| 20 Jan 2020, 17:11:48 T
"CRE Event". CRE Rule description: [Authentication: Repeat Windows Log... 01 May 2020, 18:14:50 6
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QRadar SIP no3sonaeT peann3oBaTb KACTOMM3aLMIO NO/1b30BATE/IbCKUX NAHENEN

[eorpaduryeckme guarpammol

[ucTtorpammbl

Location Of Events - 7 Seconds Ago Top 10 LOQ Sources - 4 Minutes 31 Seconds Ago

destinationGeo
sourceGeo

ToyeyHble agnarpammbl

Events by unique ID

Query completed in: 3 seconds

Health Metrics
System Notification
SIM Audit

Custom Rule Engine
Asset Profiler

BYNKAH

Health Metrics-2 ::
VpnConcentrator
Snort @ ExternalDataView
System Notification-2
SIM Generic Log DSM-7
WindowsAuthServer @
WindowsAuthServer @
WindowsAuthServer

B SIM Audit-2 ::
Search Results-2

Tabaunupl

Most severe offenses - 1 minute 22 seconds ago

Magnitude Description
SERVER-OTHER Winnuke attack
Local IRC Server Detected containing Chal
Local IRC Server Detected containing Chat
Local IRC Server Detected containing Chal

Local IRC Server Detected containing Chat

Kpyrosbie gnarpammbil

Events Per User - 3 Minutes 5 Seconds Ago

admin
gradarl
root
null

o configservices
% testwise

testfurah

BpemeHHble rpadpumKku

Dynamic Time Series

SIM Audit

~a— System Notification
Custom Rule Engine
Asset Profiler
SIM Generic Log DSM

M—/'

15:06 15:08 15:10 15:12
Apr 30, 2019




QRadar SIP: coBpemeHHbIN BUA, NoAb30BaTENbCKMX NaHenen (Pulse App)

IBM QRadar

Dashboard Offenses Log Activity Network Activity Pulse System Time: 3:06 PM

Dynamic Event and Flow metrics v mManage Dashboard items E + IR

Total Offenses - 2 minute... Critical Severity - s sec... High Severity - 3 second... Medium Severity - 4se... Low Severity - 1second Ago Parameters

191 0 1 =0

World Source And Destination - 45 seconds Ago Dynamic Average Event Rate (EPS) - 46 seconds Ago

=555
=

14:00 14:30
ecs-ec/EC/Processor2

Top Log Sources - 2 Minutes 53 Seconds Ago

1000 Custom Rule Engine-

B Health Metrics-2 :
Snort @ wolverine
Pix @ apophis
VpnConcentrator |
VpnConcentrator

Events Per User - 3 Minutes 5 Seconds Ago

admin
qradarl

root

null
configservices
testwise
testfurah
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QRadar SIP obecneunBaeT BO3MOXHOCTb TMOKOM HACTPONKK LWabNOHOB OTYETHOCTH

QRadar - Statistics of Offenses ke

Generated: Sep 16, 2013 1:20:01 AM B

Offenses by Source IP Offenses by Destination IP H H H :
2013 1200 AN GMT+0400 - Sep 16, 2013 1200 AM GM12013 1200 am cmT+0400 - sep 16,2013 13 QRadar - Statistics of Application
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QRadar SIP: User Behavior Analytics App
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QRadar SIP: Advisor With Watson App

IBM QRadar @& €© 0 2
Offenses Log Activity Network Activity Aszsals User Analytics Syatern Time: 9:54 AM
Watson Investigations / ID: Offense 840 / Relationship Graph View Offense Export [
Relationships for _
. 3
Username 8]

Default | Investigated

@ Evaluation @

Watson determined this offense Is a low priority. Do

you agree?

Yes, | agree No, | don't I'm not sure
Adding your evaluation will not close the offense
Highlight

Relationships

Local - In @)

offense (9) D

Watson Enriched (3) —_

Local - outside @
offense (3) &£
HTU
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Mpenmyulectsa QRadar SIP Kak nnaTtdopmbl co3aaHua n BHeapeHua SIEM-pelueHms

Solution, a He Framework
AnekBaTHoe Ob6HOBNEHWE aBTOMATUUYECKM NN BPYYHYIO
pa3BepTbiBaHMe
M noaaeprKka

AreHTHbIM 1 6e3areHTHbIN cbop cobbiTnin c OC Windows
Mcnonb3oBaHue ogHoro areHTa ans psga MNo/APM Windows

PaboTa c «Henoaaep:KMBaeMbIMU» UCTOYHMKAMU COObITUM

KateropmposaHue Bcex cobbiTnii (High/Low Level Category)
[ny6okuii aHanms KoppenaumoHHble npasBuia «u3 Kopobku» (Best Practices)
cobbiTniA U

ceTteBoro Tpaduka

Koppenauma cobbiTnin n/mnm ceteBoro TpadpuKa

TexHonorusa DPI - Deep Packet Inspection (QFlow/VFlow/Network Insights)

PaclumpeHHbIN NAPCUHT COBbITUIA C MOMOLLBIO PErysSiPHbIX Bblpa*kKeHUN

Hannuyme BCTpOEHHOTo cepBuca ynpasaeHUsa UHUUMAEHTaMM

BbiABAEHWE M yNpaBAeHMe Ysa3BMMOCTAMM Ha akTmBax (Vulnerability Manager)
JononHutenbHble

cepBuChI PaboTa c KoHpUrypauuamm ceteBoro obopyaosanua (Risk Manager)

PekoHcTpyKUMs ceTeBbIx ceccuit (Incident Forensics)

PacwmpeHme GyHKLMOHANbHOCTM 3@ CYET YCTAHOBKK NpuaoxkeHnn (UBA, Watson 1 1.4.)
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1. AHanu3 u npoeKkTUpoBaHue

AHanuns UT-nHdpacTpyKTypbl n cuctem UMb 3aKkasumKa,
BbliBieHWe NOTpebHOCTelM B UX KOHTpoe

NaeHTUdMKaLMA UCTOYHMKOB COBbITUIN CUCTEMDBI
(cpeacTBa 3aWmTbl MHGOPMALMM, CEPBEPDLI M paboyne
ctaHumu, OC, CYB/, npnnokeHns, ceTeBoe 1
nepudepuiiHoe obopyaoBaHme 1 T.M.)

Cenekuus cobbITnin 4na ob6paboTkn, onpeaeneHme
TEXHONOTUM AOCTyNa

OueHKa NoToKa cobbITUi

[oKkymeHTUpoBaHMe TpeboBaHU K Cucteme,
pa3paboTtka T3

PaspaboTka npoueayp
ynpasaieHna cobbITUAMM |

PassepTbiBaHMe NBBOA B
AencrTesmeporpaMmHoro obecnevyeHuns

MoakntoyeHue K Cucrteme NCTOYHUKOB CODbITU,
B TOM YMC/IE, WITATHO HE NOALEPKNBAEMbIX
naaTtpopmon

HacTpolika npaBua Koppensumm

Pa3paboTKka 1 KacTomm3aumns MHGOPMaLMOHHbIX
naHenen n WabaoHOB OTYETOB

KoHcynbTMpoBaHMe No BBOAY B AENCTBUE
npoueayp ynpasieHusa cobbITUAMU

TectupoBaHue CucTemMbl 1 Nepeaaya B .8

aKcnayaTauuio

SV

Coctas pabot HTL, «BynkaH» npu BHeagpeHuun SIEM Ha 6a3e |IBM QRadar SIP

3. NoppepxKa

MNH}KeHepHO-TEXHMYECKanA
NoAAEepP KKa N CONPOBOXKAEHME

JKCNepTHO-aHaNUTUYECKas
noAAeprKKa




[lononHUTeIbHbIE BO3MOXKHOCTY pelleHua HTLL «ByikaH»

OTt4yeTbl No b B cooTBEeTCTBUU
C KOPNOPATUBHbLIM CTUIEM
3aKa34yuKa

Logo
Dashboards
c ¢pyHKumen drilldown

PycndunumpoBaHHble
ot4yeTbl U dashboards

(1 2 n
puopuTmnsaumAa
_8 AAHHbIX

@ ABTOMAaTMYECKas paccbl/ika
M oTyeToB no e-mail

50+ npenyCTaHOB/IEHHbIX
HabopoB oT4eTOB
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[Mprmep BbINONHEHHOrO NPOEKTa co3aaHnA U BHeapeHus SIEM Ha 6a3e IBM QRadar SIP

HTU
BYNKAH

105218 r. Mockea, yn. MBpamamosa, o-31
Ten.iaxc +7 (485) 663-0518

HTU It _mtc-vul kan.ru
BYNKAH infointe-vulkan.mu

105318 r. Mockea, yn. MBpanamoea, o.31
Ten.lhaxc +7 (405) 883-0518

Cbop, xpanenne u obpabotua cobbimmi nudopmauymonHoin GesonacHocTH
¢ nomow o IBM Security QRadar SIEM
3anazdue: poccHAckA Bank (TOM-100]), exopauwmil B KPYNHBIE Mes Ay HAPOAHDIA SHHAHCOBGIA XONGHHT.

HazHaueHue NpoeKTa: AETOMATHIALHA NPOYECCOE UEHTPANM30EAHHOD CHOPE, HIKOMAEHHA W HATMTHYECHOR
ofipatioThk cobuiTkid 0T HomnoHeHTos MT-HHGPaCTpyRTYphI.

Dashboard S Admin

Snow Bwmniasra: [T 7 Spmanant ava Spwatins [g] [ ]uew Sasmsnan [ Ransne Sanoan (@) Galee Ganrcoms  aa

- Succasstul Authentication - i Succens Authentication by
[ s (Count) B8 =] User {Count) oos
244043 1248 - 24 9043 1258 TADAZ T4 - 1 ADA3 125D
4% - 2%
TN — | 2x

asx

¥ Legend T Legang
- - - - -
iswint oo = - :
- Failed Authentication from admin® by [ L =
Usar {Count)

UenH BLINCAHEHHA NPOEKTa:
*  CO3AAHME BAMHONS LWeHTPa cHopa cobuimuia
* pfecneyeHWe DETPOCMEKTMEHOID aHANKMa coCToRHWA MT-uHEpacTpyRTY P
*  COKPAWEHHE BDEMEHN DEIHLMM HE MHUMOEHTEI
*  ONTMAMMIEUMA NPOLECCOE MPEAYNPEXAEHMA W DACCNENOBaHKMA MHUMAEHToE WE 1 BoiReneHmuA npoGnes
(& TepmuHonorim ITSM)
* ofecneyeHne HHEOPMALMOHHO-GHAMMTHYECHOH NOQASPHEN BEATENDHOCTH NO ynpaenermo ME
*  ONTHMMIEUMA dYHHUHMOHHPOBaHKA MT-MHEPaCTPYHTYPR N0 PE3YAbTATAM aHaNN3a cobbmmi

Scope 3 HT-uH$pacTpyKTYpel, BRAKDN ¥ neHHA cob
*  3HTHEHOE CETEBOE OGOPYADBAHHE (KOMMYTITOPE, MAPWPRYTHIATOR ) — 18 eguHNy,
*  MENCETEEDE 3KpaH Cisco Systems, Inc., Microsoft [5A Server — 6 eguHKL

*  CHCTEMBI NpegOTEpalWEHKe BTopHeHni Palo-Alto IPS — 2 komnnerca

CHCTEMBI yaaneHdHoro gocryna — Citrix Access Gateway — 2 komnnexca

cepeepoi ¢ OC Microsoft Windows — 130 eguHmy,
CYE/[] Microsoft SOL Server — 6 nHCTannALmia
cepeepnl npunoxerni [BM WebSphere Application Server — 10 eguHny

*  cMcTeMa BMpTYanHzaurK VMware viphere

*  CHCTEM3 BHTHEMDYCHOH 3aWMTHl M ynipaenesua DLP-arentamm McAfee ePolicy Orchestrator

* Henop 413 KOp: % BM3HEC-CHCTEMBI DA3NHYHBIX NPOWIBOAMTENSH, B TOM YWCNE poc-
cHickmx — & THNOB

lus2

HTU httpthwwew ntc-wulkan. ru
BYNKAH Info@nte-vulkan.ny
H: HH3 KOp: HT-uHpacTpyRTYpR:
*  cEAzyIOWY obec {middleware) xmlBlaster
*  CEA3YHOLY obiec {middleware) Informatica

nporpammEbi komnneke Credit Registry

PeWEHHE ANA AETOMATHIAUMKK BankoBckoH geATenoHocTi Ouacodt SNT

PeweHHE $POHT-0$HCE OT KOMNAHHH QHacodT
CHCTEMAE AMCTaHUMOoKKHOTD BanoBckoro oBonywKeaHKA BSS

Crnocofbl W meTofsl chopa cobbITHi: Lag Servers, pners | 1B WenSphere Application Server
Svzlog (RS Clero Adapive Securlly Appliance (A5A)
* WinCollect u ALE aresmsi winCellect Senere Micrasan Windowe Security EvertLag
Syshg Senvers Cilris NelScaler
.
npaTaken Syslog EMCVmarProlocal | Servers (=
* npoToxon JDBC Srslog Mebwork Palo Ato PA Series
* Log File (npaToxon FTR) Syslog Serverz, xmiBlasier  Unhersal DSH
Srekod Seners Symantec Endpnird Protection
B pamkax NpoexTa NposegeHs! ACBC Seners Mcefee =Policy Orche stratar
Syslog BIE5, Servars Universal DEN
cnegyoume patoTe:
s K M TEOHMHI K o8 UT-sHdpacTpyrTypol

*  MapcHHT W KNaccHGrEaLmMA cobfuiThid oT Henogaep:

*  MHTErpaUMA cHCTembl ¢ Active Directory M peanMzaWWA NPae PA3rpaHW4EHA QoCTyna
* dopmupoeaHKe Brbopok coBuTui Ha ocHose TpeGoBaHKA 3aKazYHKa
*  HOPMMPOBIHHE NEPCOHMGMIYMPOBAHHBIX HHGOPMALHMOHHBIX pabosmx nadenei (Dashboard)

*  HacTPOfKa YEELOMASHWH ONepaTopos (Ha MHbopMaL Y10 NaKHens, No 3NEHTPOHHON NoyTe)

*  HICTPOIKA YNPIBNEHYECKOH M TEXHMYECKDH OTHETHOCTH NO PACTHCAHHID

* NORrOTOBHA MPOEKTHOR W 3WCnAyaTa-

LMOHHONH AOKYMEHTALHH . +'% . B - Event Kame Distribution (Count

Al I

IS Department - .
—

[T Department [
¥ Lagend

Ragatrain  Evosns Sena: . Took Legoat Fromiedis
Hiewin Lo Actuity

pesy 33HAIYMK ¥

*  COHPALLEHWE EPEMEHMW DEaHUMK HA coBbimkA B MT-nadpacTpyuType

*  CNoCo6HOCTD MEEHTHAMUMPOESTD M Pa3 PEWETE Y3CTh MHUMGEHTOE 40 Ha4ana KX BNMAHUA Ha patoTy
noAb3oeaTene

*  YNpaEAEHHE MOAHBIM KHIHEHHDIM LHKNOM cobommi B & WT-undpacrpysrype

*  HOpPMHPOBIHHE PETPOCNEKTHEHBIX Boif { ]} no Homm HT-undpacTpyrTypo
*  OTCAEMWEBAHWE ASATENPHOCTH NPWEMNETHDOBAHHE KATErOPHIA NoAb30EaTEnE

£ roeT Hiwmnen ) -

MisSUpOSAE USRS U Aowency (T 6P HEBC

2mal
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Bo3morkHbIM noaxon K BHeagpeHuto SIEM Ha 6a3e IBM QRadar SIP

j ;\V\p
BonbWKUHCTBO 3aKa34UKOB NPUHUMAIOT pelleHue 0 BHeapeHUu woP;tme
No pe3ynbTatam NUAOTHOIO NPOEKTa: " uene"‘x

* [OTOBHOCTb 3aKa34MKa (B T.4. HaNMUYME YeNIOBEYECKOTo pecypca) —— \
* CoBmecTHOe GopMynmMpoBaHMe Lesien 1 3a4ad, N1IaHMPOBaHMeE \‘ «a Wt
paboTbl

*  BblaeneHue nepeyHA UCTOYHMKOB COObITUM

* NMoparotoBka UT-uHPpacTpyKTypbl (MCTOUHMKN, M3, yueTHble
3anucu, SPAN-nopThl)

TUNnYyHaA 4NNTeNbHOCTb «NKUaoTa» - 1 mecay,

Pe3synbTaT «nNuioTa» - 060CHOBAHHOE pelleHne 0 BHeApeHUn (1 ero macwtabax)
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Pe3ynbtaTbl BHeapeHuA SIEM Ha 6a3e IBM QRadar SIP ans 3akasumka

OcHoBHble 6usHec-pe3ynbTaThl BHeApPeHUA Cuctembl cbopa, aHanusza n 06pabotku cobbiTuin
6e3onacHoctu (SIEM) Ha 6a3e IBM QRadar SIP ana 3akasuuka:

o OnTummnsauma onepaumoHHbIX 3aTpaTt Ha Ub

o CyuwecTtBeHHOe noBblweHne apdpeKkTMBHOCTU Npouecco Ub

o MwuHummnsauyma puckos Ub 1 cBA3aHHbIX PUCKOB, BKAKOYAA
PUCKN KPUTUYECKN BAXKHbIX KOPNOPATUBHbIX pecypcos
OpraH13aLuun B YCNOBUAX POCTA KONMYECTBA U

pa3Hoobpa3ma yrpo3 ana UT-uHbpacTpyKTypb!

o ObecneyeHue cOOTBETCTBUSA TpE6OBaHMF|M
3dKOHOA4AaTE/1IbCTBa M HOPMATUBHDbIX dKTOB B ccbepe NB

ﬁl
BYNKAH
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HTL, «BynKaH» - HE3aBUCUMBIN SKCNEPT U MHTErpaTop TEXHONOMMIM MHPOPMaLMOHHON Be30nacHOCTH

Ha pbirke ¢ 2010 roga 150+ coTpyaHWUKOB B WTaTe

KomnaeKcHble pelieHus B coepe CepTndunumMpoBaHHaa cuctema
3KOHOMMYECKON M MHPOPMALLMOHHbIN MeHedKMeHTa KayecTBa
6e3onacHoCcTu

BxoanTt B 30 KpynHeMwmnx Komnanmm PO

500+ peannsoBaHHbIX npoekToB B Ub B chepe 3aWmTbl MHPOPMaLUK

[lo sepcuu CNews Analytics, 2019

donyckn n anueHsnm GCTIK, OCB,

20+ npoeKToB BHeapeHua SIEM MUHOBOPOHbI, MUHMPOMTOPF

MNapTHep IBM

no rpynne npoAyKToB Security
c 2010 roaa

Pa3BuTME NAapPTHEPCKUX OTHOLLEHUIN C MEXAYHAPOAHbIMU N POCCUIMCKMMU BEHAOPaMMU U NpoussoauTenamu B chepe Nb

Business Partner

g, “? O &) ° . " ) - NIam LN
. s \gj\ e f S} SwenoH | SeterTa’ | S sivmox | KAPERKYS | <o prwes® | [ Gheck Point cllsclo DELLEMC | <®FireEye
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http://vulkan.dg2l.ru/about/partners/rsa/
http://vulkan.dg2l.ru/about/partners/positive-technologies/
http://vulkan.dg2l.ru/about/partners/solar-security/
http://vulkan.dg2l.ru/about/partners/infowatch/
http://vulkan.dg2l.ru/about/partners/kod-bezopasnosti/
http://vulkan.dg2l.ru/about/partners/npo-anna/
http://vulkan.dg2l.ru/about/partners/ntb/
http://vulkan.dg2l.ru/about/partners/s-terra-siespi/
http://vulkan.dg2l.ru/about/partners/skybox-security/
http://vulkan.dg2l.ru/about/partners/laboratoriya-kasperskogo/

CNACUBO 3A BHUMAHUE!
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marketing@ntc-vulkan.ru




